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Abstract— Cloud Computing gives many security challenges bseaf the increased use of Cloud services
day by day. The Cloud platform are offered with snaptions and billing facilityln the race of achieving more
security, user are always compromising performaand cost. The classifications technique of the data
determines the extent to which the data needs tecdmeired. To secure the data of Cloud Computing
classification based frameworks are found usefuhitaimize the perfomance overhead and dosthis paper a
study has been made in the direction of classifinabased data security in Cloud and compared usiag
parameters data integrity, confidentiality, frequencess, speed, time and cost.  The proposesmschvill
offer a proper data protection mechanism based®enuser classification of data. So based on therse user
can be provided various way to protect his datahenCloud platform, Which guarantees the optimi#ed
access and also balance the performance and yquardmeters.

Keywords—Data classification,k-nn classifier,VD@thnique

about user or consumer data which must be accessed
1. INTRODUCTION only by authorised users. To protect the data we ca

Cloud computing is a large scale distributeduse third party auditor who manage and audit tiee us
computing environment where software, platform anddata and can periodically check data integrity.itso
infrastructure services are available on demarttido gives data correctness and accuracy of consumer or
users. The concept of Cloud computing impliesuser data. using classifier approach we can give
providing everything i.e. hardware or software enhancements in perfomance of security of semsitiv
resources to customers on the virtual platform ofdata in cloud computing.
Cloud. Users can use this services on rent sodbey
not have to purchase their own infrastructure andfhe main Cloud service providers are Google,
software for short period of time so they can saveMicrosoft, Salesforce.com, Vmforce.com and
their time and money using the Cloud services. AllAmazon etc. The Cloud computing system depends
of this services and computing resources are dlaila on the Iayers SaaS PaaS, and laas for information
through a simple Internet connection using a stahda transportationt!
browser or other tools. However, there are stilhyna
problems exist in Cloud computing today, a recent 2. RELATED WORK
survey shows that data security and privacy riskdn 2015, Darwazeh, Nour S., Raad S. Al-Qassas, and
have become the primary concern for people to shiffahd AlDosaff’ analyzed all security issues and than
to cloud computing. The need of security in cloudconsider the problem that encrypting all data witho
computing has been increased due to the widespreagnsideration of its confidentiality increase the
use of Cloud computing in different area. processing time and complexity. so they proposed a

framework which is used to encrypt the data based o
Cloud computing needs secure environment to ffulfil confidential level. Using the proposed framework
the user's requirement of on-demand scalable andsers can encrypt their own data using a key which
inexpensive services. Security of the sensitiva @&t only user knows, not knowing by service provider. A
a major issue in Cloud environment. data theftadat cloud storage model classified into three levedsid
loss, and inaccurate data are the serious issuehwhiconfidential, and highly confidential according to
require more secrecy and more control in cloudconfidential degree. An efficient confidentiality-
computing. Monitoring of data access by servicebased cloud storage framework enhances the
provider is necessary to assure who accessed tag daprocessing time and assures confidentiality and
for which purpose and when the data is beingntegrity through data classification and applying
accessed. Verification of user data is also neede®LS, AES and SHA based on the type of classified
which consists that service provider must ensure
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data. Shaikh, Rizwana, and M. Sasikuth@rovide a decrease the level of efficiency and reliabilitpo S
data classification method to secure the data. Ahey proposed a VDCI technique is based on three
proposed data classification method has three ¢fpe security parameters confidentiality, integrity and
characteristics access control, content and storagavailability. Using the proposed technique the galu
Based on this three characteristics all the dateedt of the three security parameters are determined
on cloud have been classified. Based on type of@utomatically regarding stored specification in the
content and access control parameter securitydevehistory of data. They designed the algorithms of 3-
are provided as per requirement of confidentiatity level security and 5-level security for assigning
user. Also they provide a regular backup andprocess.
recovery plan for data.

From the study and analysis of theearch
In Existing work Zardari, Munwar Ali, Low Tang papers we have analyzed some parameters such as
Jung, and Nordin Zakaffh analyzed that security confidentiality, integrity, Frequent access, Cdishe
approach must be decided after classification ¢td da and speed and compare them as shown in table 1.
based on security need which data need low levehlso we have found the security mechanisms which
security, which data need higher security and whickare used to secure the data in each paper.
does not need. They proposed a K-NN classifier for
data confidentiality in cloud. They have used K-NNTABLE.1 SECURITY BASED ON DATA
classifier to classify the data in sensitive andi-no CLASSIFICATION RELATED WORK

sensitive data. They used RSA algorithm to encryp| Re | Securi | co | inte | Fr | cost| time | speed

sensitive data for protecting sensitive data from fe |ty nfi | grit | eq

unauthorized users. Public data does not need ai re | mecha | de |y ue

encryption so VM store public data directly without| nc | nisms | nti nt

encryption. So this type of classifier approachedas | es ali ac

on classification save the processing time ang ty ce

memory resources. Yogesh V. Bhapkar, Rakesh 9 SS

Gaikwad and Milind R. Hegaffe have examined SHA5 [1 [1 |4 |2 |3 2

about the problem of ensuring the integrity of datg [2] | 12+

storage in cloud. So they proposed a system t AES12

ensuring the correctness of user data in Clou Encryp|4 |1 1 |4 4 4

computing system. A proposed system uses Thir{ [3] | tion

party auditor (TPA) to check the integrity techniq

periodically of user data stored on cloud and ue

providing increased security level system. RSA 3 |2 4 |2 2 1
[4] | algorit

Islam, Md Rafiqul and Mansura Habiflaproposed a hm

system architecture for three tier security frameéwo TPA+ | 3 1 4 2 2 4

provides a security strategy as per user's deman( [5] | AES

Different Security levels are provided based on algo.+

classification of data. They have analyzed hashin

performance with respect to overhead for different g

security services such as confidentiality, intggrit DES+l |1 |1 4 |a 2 1

and authenticity and they showed that using thig [6] | DEA

framework performance of system is increased. In +3DES

2013, Zardari, Munwar Ali, Low Tang Jung and Encryp | 1 | 4 4 |2 4 4

Muhamed Nording B. Zakaff learned about the | [7] | tion

security concerns of the user and malicious avit algorit

of cloud. So they provided Hybrid Multi-cloud data hm

security (HMCDS) model in which data is classified VvDCl |3 |4 4 | a 4 a

into three classes most sensitive, sensitive amd no [8] | based

sensitive data. They provided high level of techniq

confidentiality using implemented HMCDS model ue

and low level of confidentiality using data
classification technique. Multi cloud and clustere
used in this model. Moghaddam, Faraz Fatemi, 3. PROBLEM DOMAIN

Moslem Yezdanpanah and Touraj Khodadadi, o
Mohammad Ahmadi, and Mohammad Esl@mi Users are very much concerned about security af the
found that Applying same security strategy in altad data on Cloud platform. To make the data secung the

1. High, 2. Less, 3. Improved 4. None

170



International Journal of Research in Advent Technology, Vol.4, No.3, March 2016
E-1SSN: 2321-9637
Available online at www.ijrat.org

have always been offered Encryption solution to
protect data on Cloud storage. Users are forced¢o ‘ Input parameters ‘
the scheme irrespective of the sensitivity of rasad
Encryption and Integrity check on the large data l l
which creates 10-Cost in Cloud computing
Encryption schemes always creates performan
trade-off against security. Applying same security
strategy in all data takes more processing time and
memory resources. It also decrease the efficiendy a Select classifier
reliability of the system. (High/medium/low)

]conﬂdentiality ‘ ‘ Integrity ‘ ‘ Availability ‘

There are many domain of researd®laud

computing , but we decided to explore data storage Select Appropriate
security . As it is dealing with user's data whish Algorithm+key input
most important entity in Cloud Data Storage." l
encrypt (File)
4. RESEARCH GAPS +encrypt (meta data)
The classified approach will easily decide the sigcu !
needs of the data. After the data classificative, output

can easily select an appropriate secumiggchanism

for data according to the need of data. Fig. 1 flow diagram of proposed system

we can plan to enhance the framework ben the proposed system user will give the input of

considering other aspects. This includes automatifhree parameters  confidentiality, integrity and

data class!flcatlon_ and the use of qlﬁeren.tavailability. Then the classifier will choose the
cryptographic algorithms such as asymmetric public

- classification high, medium or low using the three
l;?g&g:ﬁi’g?g: 5{2;;2%Cc;r\égr%%lgﬁ?arﬁatshgntgfﬁ?il parameters. Accordlng_the class_lﬂcatlon the system
2 The efficiency of the proposed classification will select _the appropriate algonthm and key size.

. . Then we will have encrypted file and encrypted meta
scheme is analyzed_v_vnh_the sample_ dataset ccﬂlectedata and thus it gives the final output.
The proposed classification can be implemented as a
working module i.e. prototype and simulation of the 6. CONCLUSION AND FUTURE WORK

classification technique can be evalu%ﬂeﬂroviding From the study and analysis presented in this gaper

security services according to different levels ofWe found that, The Cloud has still security and
security enhances the performancghof the systergyyacy issues in the main focus due to the cot an
without taking additional time overhe performance of the chosen model. We have studied
5 PROPOSEDWORK several classification techniques and frameworks_ to
) ] ] protect the data stored on Cloud storage. classifie
We aim to develop A Mechanism which works on thegpnroach achieves better security of sensitive iata
user's classification of data.So based on the cloud computing.  Different standard encryption
proposed _scheme user can be provided various way Hgorithms such as DES, AES, SHA, RSA are used to
protect his data on the Cloud platform Datapgtect the sensitive data. Using the hybrid model
classification can help in choosing best encryption,ser can save their cost of security and increlase t
mechanism to maximize the performand&le will  confidentiality of the sensitive and most sensitive
try to employ suitable data classification techei®0  §ata. Using our proposed scheme we can easilytselec
that data categorization can be atomize. Highep, appropriate security strategy according to the
degree of confidentiality can be achieved with security need of the datahe proposed scheme will

suitable combination of encryption techniqueBhe  provide balance between processing time and sgcurit
proposed model will also take care about integity of the data.

the data. Proposed framework will help to choose th |t il also consider 10 access requirement to
appropriate algorithm and key size according ® th pinimize the resource billing.

classification of data.
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